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KoH(purypupoBanue norpaHu4Horo KOHTpoJiepa ceccuii SBC
(mpoaABMHYTHIN YpoBeHb) v.1.1

JuTenbHOCTH Kypea: 16 akageMuyeckux 4acos (2 aHs)

LeaeBas aynuropus:

CucremMHbIE aIMUHUCTPATOPBI;

CHGHI/I&J’II/ICTI)I TCXHUYCCKUX U MHKCHCPHBIX CJ'IY)K6;

WHxeHepbl COMPOBOXKACHHS M TEXHUYECKOH MOICPIKKY;
Pazpabotunku cereoro I10;

TexHuueckuil mepcoHaN 3KCILUTyaTaIlK CeTel Tele(OHHON CBS3H.

TpeGoBanus K y4aCTHUKAM:

3HaTh OCHOBBI NIOCTPOCHUS U (YHKIHOHHpOBaHUS cerell nmepenauyn naHHbX (CIIM), crek mpoToKoIoB
TCP/IP, npunuunst pabots! IP-tenedonnu;

Nwmets 6a30BbIe 3HAHUS TIPOTOKOJa curHam3amnuu SIP;

[ToHnMaTh OCHOBHBIE MPUHIUIIBI O€30MACHOCTH MpeaocTaBieHus ycuyr [P-tenedonum;

YMeTb BBIONHATH OTJIAAKy pPa0OThI CHTHAJIBHBIX MPOTOKOJIOB TeNe(OHUU C LENbI0 MOIYYCHHUS
uH(popMaluu 00 3Tanax yCTaHOBJICHHSI COCIUHEHHsI, pa3rOBOpHON ¢aze, 0TOOE MM COMyTCTBYIOLIUX
omunOKax Ha BCEX ATaNax yCTAHOBJICHHS COEAMHEHUs, BBIMOJHATH 0a30BYIO0 HACTPOHKY aOOHEHTOB U
BHEUTHUX MHTepdeiicoB (TpaHKOB) Ha 00opynoBaHuu [P-tenedonnn ¢ ucmnonbp30BaHUEM JOKYMEHTAIIMH
3aBO/Ia-U3rOTOBUTEIS, HAXOJIUTh HEOOXOAMMYIO0 MH(POPMALHUIO0 O (PYHKIIMOHUPOBAHUMU yCTPOUCTB IP-
TernedoHurd U (YHKIIMOHATIBHBIX OCOOCHHOCTSIX B JOKYMEHTAIlMU W/HIu ceTH VHTepHeT, BHIMOIHATH
paboThl TO TPOEKTHPOBAHUIO CXEM TeNe(OHHOH CBS3M C YYETOM 33JaHHBIX TpeOOoBaHWN U
00OCHOBBIBATh CBOM PEIICHUS.

Nmets HaBbiku paboTsl ¢ [1IK Ha ypoBHE yBepenHoTro monb3oBarens (Linux, MS Windows), BBeieHus B
9KCIUTYaTalUI0 YCTPONUCTB TeaedOoHUU, UX 0a30BOM HACTPOIKM U OOECIIEUECHHUIO YATEHHOTO OCTyNa K
YCTPOWCTBAM, OTJIAIKH U CHATHS JIOTOB U TPACCHPOBOK HA YPOBHE CTAHIIMOHHOTO 000pYyIOBaHUSA, B TOM
YlyCclie Ha YpOBHE OTJIAJKU CHUTHAJbHBIX IPOTOKOJIOB, a TaKXe IOJy4aTb CETeBbIE MJAMIIBI C
MOCTCIYIOIUM aHAIM30M JMarpaMM CHTHAQJIBHBIX TPOTOKOJOB M Meaua-Tpaduka, padoThl ¢
PETYJSIPHBIMH BBIPKEHUSIMU W/WIK MIa0JI0HAMU Hpu padoTe ¢ AMANa30HOM HyMeEpalud, HACTPOMKHU
CUCTEeMBI 00ecTiedeHus kauecTBa oocyxuBanust (QoS) B TOM uuciie Ha CETEBOM 000PYIOBaHUU.

Pe3yabTarsl 00y4eHus:

Ymersn:

YBEPEHHO MPUMEHATh 3HAHMS O CYIIECTBYIOIIMX MOJENAX MOTPAaHUYHBIX KOHTpoiepoB ceccuir SBC
npoussoactBa OO0 «lIpennpustue «nTEKCY;

yBEepeHHO KoH(purypuposath koHTposuiep ceccuii SBC cormacHo mocTaBiIeHHBIM B MPOEKTE 3a/Jayam,
BBINOJIHATH 0230BYIO MMPOBEPKY MOJTYUYESHHOTO PE3yJIbTaTa;

UCIIOJIb30BaTh U3MEPHUTENbHOE 000PYJ0BAHUE U BCTPOEHHBIE CPENICTBA OTIIAIKH;

BBINOJIHATH 0a30BYI0 HACTPOMKY CTAaHIIMOHHOTO O0OPYAOBaHUS (C MCIIOJIB30BAaHUEM JOKYMEHTALUH) U
noAkIro4YaTh KoHTposuiep ceccuid kK IP-ATC B cetu [P-teneonnn npeanpusitus.

3HaTh:
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— OCHOBHbIE NPUHIUIBI (YHKIIMOHUPOBAHUS COBPEMEHHBIX ceTeil [P-tenedonumy;

— anmapatHeld cocTaB M (YHKIMOHAJIbHBIE BO3MOXHOCTH Pa3IMYHBIX MOJEIEeH KOHTPOJUIEPOB CECCHi
SBC;

— JIOMyCTHMbIe mapaMeTpsl Uit KoHpurypupoBanus SIP-Destination u SIP-Users 3anuceii;

— TpUHLOUI paboThl KOHTposuiepa ceccuil, BbiOopa RuleSet u mpoxoxaeHus colepkaliuxcs B HEM
IIpaBUIL
Baanern:

— HaBbIKaMH 0a30BOro mnpoekTupoBaHusi cerei IP-tenegoHuM C 1eNpI0 YCTaHOBKM M AKCIUTyaTalllH
norpaHuuHbIX KoHTposiepoB ceccuit SBC nmpoussoacta OO0 «IIpennpusitue «aTeKcy;

— HaBBIKaMH aHAJIM3a BO3HUKAIOIIMX B IPOLIECCE IKCIUTyaTallMy MPOOJIEM U UHBIX CUTYallui, CBSI3aHHBIX C
HEO0OXOAMMOCTHIO OTNIaaKK KoHTposuiepa SBC;

— HaBBIKaMU MOMCKa HEOOXOAUMOM JJOKYMEHTAIlUH Ha CaiiTe MPOU3BOAUTENS 000pYyI0BaHHUS.

Y4eOHO-TeMaTHYECKUIl TJIaH
«KondurypupoBanue norpaHuaHoOro KouTposuiepa ceccui SBC
(OpoaBUHYTHIN ypoBEHB) V.1.1 »

HaumeHnoBanue Onucanue Bpemsi
Tema: 1. Moae/bHbIii psii yCTPOHCTB U OCHOBHbIE XapPaKTePUCTUKH. 2 yaca
Onucanue: 1.1. O630p TUHEHKHN MOTPAHUYHBIX KOHTPOJIEPOB CECCUI TTPOU3BOICTBA 2 Jaca

00O «IIpennpustue «ITEKCH.
1.2. OcHOBHBIE XapaKTEPUCTUKH YCTPOMICTB.
1.3. ITpoTOKOJIBI U TOCTYNHBIN (PyHKIIMOHAI.
1.4. Civcok TOCTYMHBIX JIUIICH3UH.
1.5. ®yHKIMOHAIbHBIE CXEMBbI YCTPOUCTB.
1.6. IIpumep ucnonpzoBanusi o0opynoBaHus Ha cetu [P-tenedonumn.

JlaGoparopHasi: |—

HaumenoBanue Onucanue Bpems
Tema: 2. ApXUTEeKTypa M annapaTHbIi COCTAB. 2 yaca
Onucanue: 2.1. AnnapaTHbli COCTaB yCTPOUCTB. 2 yaca

2.2. bazoBas marpopma SMG, 0cOO€HHOCTH pabOTHI.
2.3. TexHudeckne XapaKTePUCTHKH U TTapAMETPhI IKCIUTyaTaIlHH.
2.4. Bonpocsl pezepBupoBanusi SBC no npuniuny 1+1.

JlabopaTopHasi: |—

HaumenoBanmue Onucanue Bpems

Tema: 3. CeTeBble HACTPOIIKY U yIIPaBJIeHHE. 1 yac
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Onucanue: 3.1. Ucnonb3oBanue cratudeckoil (static) u quaamudeckoit (DHCP) 1 gac

azpecanuu.

3.2. Ucnonb3oBanue paznuunbix VLAN 151 curHajin3anuu, rojaoca,

yIpaBJeHUsI.

3.3. YnopaBieHre 1 MOHUTOPUHT IpY oMoy nporokona SNMP.

3.4. PaccMoTpeHHe BOIPOCOB CETEBON 0€30IaCHOCTH YCTPOICTBA.

Cunxponu3zanus ¢ NTP-cepsepom.

3.5. Tabnuua MapupyTH3anuu, 1o0aBiIeHue MapUIpyTOB.

3.6. YopasieHue yctpoilcTBoM npu nomoiu Web-kounduryparopa.

3.7. YmpaBieHue ycTpoUCTBOM B KOHCONIBHOM pexume (CLI).

3.8. COpoc HacCTpOeK yCcTpOHCTBa Ha 3aBOJICKHE, BOCCTAHOBJIEHHUE TTAPOJISL.
JlabopaTopHas: |—
HaumeHoBaHue Onucanue Bpems
Tema: 4. CHHTaKCHC peryJsipHbIX BbIPaKeHU . 2 yaca
Onucanue: 4.1. M3yueHue cMHTaKCcuca peryJIspHbIX BhIpaxkeHuil. Pemenue 3agay. 1 wac

4.2. Paznen RuleSet, nzydenue npuHIMTIOB (HOPMUPOBAHHS TPOBEPOUYHBIX

MpaBuJl.

4.3. lonyctumsbie yciioBus B ipasmiie (RuleSet), mpumMepsl HCoNb30BaHuS.

Jladoparopuasi: |4.1. M3ydyenue perynsapHbixX BeipaxkeHH SBC Ha IpakTUYECKUX TPUMEPAX. 1 gac
Pewenue 3amau.

HaumenoBanmue Onucanue Bpems
Tema: 5. Hactpoiiku koHTpoJuiepa mo cxeme Users-to-Destination. 2 yaca
Onucanue: 5.1. Ilpunnun peructpaunu abonentos yepe3 SBC. [Ipumeps! npasui. 1 wac

5.2 Hactpoiiku RTP/RTCP, 3aBucanue ceccuii, orpaHIYeHHE BHI30BOB.

5.3. Peructpanus tenedonnoro annapara Ha BuptyansHoit ATC ECSS-10

yepe3 SBC.

5.4. bazoBblii BBI30B Mex 1y aOoHeHTaMH BUpTyanbHO ATC, MOHUTOPUHT U

CTaTHCTHUKA.

5.5. Pacummpennas undopmanus no padote abonentoB 3a NAT (STUN-

cepBep, MyOIMYHbBIN aapec).
Jla6opaTopuas: 5.1. Hactpoiika cxemsr Users-to-Destination. 1 gac
HaumenoBanue Onucanue Bpemsi
Tema: 6. HacTpoiiku konTpoJsiepa no cxeme Destination-to-Destination. 2,5 yaca
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Onucanmue: 6.1. [TogkiroueHre TpaHka BO BXOJSIIEM COeIMHEHUH, anantauu SBC. 0,5 gaca
6.2. Ucnonb3oBanue SIP-Destination B McXo/s1ei CBsI3U, OTpaHUYCHUS
BbI30Ba, TpaHku ¢ peructpanueii (UAC/UAS).

6.3. [Ipumeps popmupoBanus npasui pazaena RuleSet, mpuopurer
MIPaBHIL

6.4. Pe3epBupoBaHue UCXOAIICH CBSI3U HA HECKOJIBKO TPAHKOB 11O CXEeMe
«Active-Active» u «Active-Backupy.

JlaGopatopuas: |6.1. Hactpoiika cxems! Destination-to-Destination. 2 yaca
HaumenoBanue Onucanue Bpems
Tema: 7. Bonipochl 0€301aCHOCTH YCTPOHCTBA, perjiaMeHTHbIe padoThl. 2 yaca
Onucanue: 7.1. Usyuenue pasnena «besomacHocTsy. 3ammra ot DoS-atak u ICMP/RTP | 2 4aca

¢dayna. 3ammra ot Port Scan. Hactpoiiku muist 3amutst oT SIP doyna.
7.2. lMHaMUYECKUI U CTaTUYECKH OpaHaMay3pBhl.
7.3. Hactpoiika SSL/TLS ceptuduxaros.

7.4. Cozmanue pe3epBHON KONMH KOH(UTypaIiu, BOCCTAaHOBIICHHE,
oboHoBnenue 10 u muuen3nn. OCOOEHHOCTH JTMIIEH3UPOBAHMSL.

7.5. [Tonyuenue PCAP TpaccupoBok, otnaaka npu nomomu SYSLOG.
Yrumutel PING u TRACEROUTE.

7.6. Ilepronnyeckue periiaMeHTHbIC PaOOThI O 00CITYKHUBAHUIO
KoHTpoJuepa ceccuit SBC.
JlabopaTopHasa: | —

IIpome:xyTOUYHBbIE M HTOTOBBIE (POPMBI KOHTPOJIA: 2,5 yaca

B pamkax 1aHHOrO Kypca NpeocTaBisieTcs: OJ{Ha MOMbITKA MPOX0XKACHHUS CepTU(UKALMOHHOTO UCTIBITAHUS,
KOTOpasi MOKeT ObITh UCII0JIb30BAHA B JIEHb 3aBEPILIEHUS Kypca.

B ciydae HeyaauHOro 3aBepIIeHUs, MOXKHO OOpaTUTHCSA B KOMMEPUECKUI OT/1eN Ui NpuoOpeTeH s MIaTHOM
JIOTIOTHUTEIbHON MOTBITKH.

[TnaTHON NONBITKOI MOKHO BOCIIOJIB30BaThHCS B TeUeHUE 21 KaJeHJapHOro JHs MOCIIe 3aBepIIeHUs] 00yUeHHUSI.
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